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Finding High-Value Bugs at the 
Hardware/Software Boundary

• How do we stress the hw/sw boundary?
• How do we know we thoroughly stressed it?
• How do we know it behaved correctly?

SoftwareSoftware

int main() {

int fail;

soc_init(); /
/ initialize SoC

. . .
return fail;

}

HardwareHardware

Plogram flow corner cases 
State based scenarios
Etc..

Interface corner cases 
State based scenarios
Etc..

SW_STATE == init_driver
&

HW_ABORT

CDV CDV

We know how to 
apply CDV to

hardware interafces

How do we 
apply CDV to

software interfaces

Coverage Driven Verification
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Improve Verification with Virtual Platforms

Virtual
Platform

Application Software

Operating 
System
Software
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Verification
Planning &

Management

Emulated GEO 
Location

Virtual 
Network 
Interface

…

Tests

Verification 
Plan

Host
Machine Embedded SW:

• Test Programs
• Linux 2.6  Kernel

Files Created On Virtual 
Machine Copied To Host:
• Kernel Log
• gcov output for driver
• monitor output for driver 
data structures

Just Executing Software is Not Enough
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Expand to Metric Driven Verification

Coverage & Failure Analysis
Metric Visualization

Measure
& Analyze

Execute

Virtual Platform 
Simulations

Done

Yes No

Signoff?

Code
Reuse
Integrate

Metric
Definitions

Construct

Assertions

Automation

Plan   

Metric-based
planPDF

SQL
Database
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– Golden source-code drives implementation and verification
– Directive files govern implementation for each application

High-Level SynthesisHighHigh--Level SynthesisLevel Synthesis

void
MPEG4::sync_signal()
{

if (rst) {
out.write(0);

} else {
int tmp = in1 & in2;
out.write( in3 ? tmp : ~tmp);

}
}

# Cell phone
define clk_p 27
set precision 8
set r_bits 3
set g_bits 3
set b_bits 2

# Laptop
define clk_p 800
set precision 32
set r_bits 11
set g_bits 11
set b_bits 10

# Theatre
define clk_p 3200
set precision 96
set r_bits 32
set g_bits 32
set b_bits 32

Source Directive Files

Connect Hardware Design Flow to Virtual Platform 
and Embedded Software

Virtual Platform
pre- an post-

micro-architecture
trade-offs
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Bio for Jason Andrews

Jason Andrews is an Architect at Cadence Design Systems, 
where he is responsible for embedded software and 
hardware/software co-verification products and methodology. 

He is the author of the book "Co-Verification of Hardware and 
Software for ARM SoC Design" and a frequent blogger on 
cadence.com. 

Jason holds a bachelor's degree and a master's degree in 
electrical engineering. 
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