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Getting started with Virtual Platforms:
A Software Developer Prespective
Virtual Platform Workshop

DAC 09, San Francisco




Objective: Provide illustrative examples on how
Virtual Platforms are used for debugging.

Non-Objective: Provide a complete feature- and
benefit-list of Virtual Platforms.
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# SW Developers’s Views

®» Debugging on the boundary of HW and SW
® Virtual Platform based Debugging

® Platform Level Software Analysis

® Virtual Platfrom Scripting
- Tracing

_ Software Assertions

" Summary
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Embedded Software Design Tasks

Porting/

Bring-Up/
Development

Presentation
focus

Embed.
Software
Design
Tasks

Pre-/Post-
Silicon

] Cptimization
Validation Debugging
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Perspectives
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User‘'s View
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Example:Device Key Press

What if something goes wrong ?
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Debugging Process

(start >
Yes / \

Run & validate . Expected Anv?/yze sylr?%to?m
software "\ Behavior ? No at worked :
What did not work?
Prepare Analyze cause
debug iteration Why did it not work?
(e.g. earlier breakpoints)

A

X Adapt code Potential
) ' ' AEV9N cause
5 Modify & build software | Yes identified 2
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Full and consistent system visibility

Virtual Platform Based Debug Perspective

Applicatrion

Mliddleware

OS Kernel

System
Memory

Space

Memory Map

Data

Peripherals

Virtual Platform Perspective




Time and Space During Debug

Software initiatet system activity:
@ Example: Timer dies
® What code should | look at and debug?

Hardware initiated system activity:
® Example: Device key press
® What time should | stop to debug?

CoWare



Watchpoints: Fast Track to the Problem

® Getting to the code:

— Need to determine the code
that configures/ corrupts the

peripheral
- A: Software access
watchpoint Interrupt
= Getting to a point in time Controller
- Need to closely investigate Device
the SW reaction on an event Keys ]
generated by the HW
- B: Hardware access s
watchpoint

- C: Signal watchpoint

CoWare



Watchpoints

Virtual Platform Analyzer 2009.1.1 :ivpa. MUEHLENZ.576: ARES| . [_ [E1[X| = Isoftirg.c - Source Window == [_ [E1/X]
File Simulation Debug Analysis Wiew Windows Linux Connectivity Observers SW Debug Help File Run Wiew Control Preferences Help
E E : - o - i h = N = . = . .
B m PEAELDE 25 @P S B MGG DR SAE S @1 E|Fina:
| z| = = [softirg.c | [i=] [sourcE -]
ltem - = - =
£ HARDWARE (Dwp |Iten |Value |Start address |« | ggﬁ :/E“te" an interrupt context. E
g BOOT 0 : o o .
: _QBOOT 1 R Rzl Y 255 void irq_enter(void)
"--gﬁEIOOT_z & IRQ true - -
G- g#BOOT_3 i = mRegs Select Boundaries 0x 10007000 257 #ifdef CONFIG_NO_HZ .
J- g CLCDC_Memory — KMICLEDIV 0x2 021000700 ggg }:t(?zlll : Sm?_Prt;ngsff_l#(i
e 1 1 e_cpul cpu T1n_1n
R 7 i_ARMIZEEJS_D | - — EMICR Dxl4 Dz 10007000 260 Eigk nzhz stop iale(
g' imggggjg ‘2 - — EMIDATA 0x55 0210007008 — 261 Hendif = & =
E% i _
- G _ARMIZRE JS_3 o et 03 0x10007010 - 282 __irq_enter();
4-ghi CLCDC PLITT - — EMISTAT 0zl0 0x10007004 263 #ifdef CONFIG_NO_HZ
g i_DMAC_PLOSO - — mRegs[5] 0x0  0x10007014 264 if (idle_cpu(cpu)) -
& _GPIO_PLD6T_D —mRegs [6] 0x0 0210007018 263 : tick_nohz_update_jif |
@i GPIO_PLOBT_1 266 #Hendif
. N = =mRegs[7] 0z0 0z1000701c -
£ @ _GPIO_PLOB1_? 267 }
) I_GPIO_PLUE'I_S =mRegs[8] 0z0 0xz10007020 268
2 --ﬁ:\i_KMI 0 - - —mRegs [9] 0x0 0x10007024 269 #ifdef __ARCH_IRQG_EXIT_IROS_DISABLEL
e _KMIT . —mRegs[10] 0x0 0x10007028 g;? : Teflne invoke_softirq() __do_softi
E-gai_PIo e = else
"-:;::RTC_PLDS] i | mRegzl 1] 0x0 | DXlDDD?DZ’C 272 # define invoke_softirq() do_softirc
- i_SCI_PL130 273 #Hendif
F-ghi_SIC 3 4 _la| = 274
- g i_SmanCard = = 275 /x ] .
i Smemcl] — | Address : [0xc0039708 ] core : [i_armazeE x| @ P> V) 276 x Exit an interrupt context. Proces
i_SSP_PLO22 BF |Symbols |Address |Instruct10n |D18assemb1y j 277 */ . . .
CTIMER 01 RSO C I e e OO [0 oy O | B i =T COMID FLo,  Oxe 278 void irq_exit(void)
s <5d+0> [c0039704] c0267cel EORGT R7, R6, - 279 (
i_UART_PLDH 0 > <irg_enter+0> [=0039708] elalc00d MOV R12, R13 280 account_sgstem_utime(current
'_UART_PLD11_1 <irg_enter+4: [c003970c] e92dda0o STMDE R131, 0Ox 281 trace hardirq exit();
:_UART_PLDH_Z {1rg_enter+g> [20039710] eZ4ch004 SUB R11, RlZ, ~ - 282 sub_pFeempt_cSunt(IRQ_EXIT_(
i_UART_PLOT1_3 4 | ’ - 283 if (tin_interrupt() && loca]j
ivIC_D El 0:06:15.051 114 140 000 EmEEs | | 203
Stoppers: vpa gdb@192.168.10.177:2192 {0 0:06:15.051 114 140 000 |Program stopped at line 256  [c0039708 256
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Platform Level Software Debugging

Virtual Platform Analyzer l

E.g.:
ARM926EJS_0 step_core
VIC_1l/EnableMask get_value

Mapped

ViC

TCL Scripting Interface Registers

Control & Inspection Layer

Signal
C Bl  VIC?2
L]
u L]
Core #2
5 simulator

@ Break-/Watch-point
Visible Code

Visible Register
Visible Signal

Internal
Registers



Platform Level Software Analysis

Domain A Domain B Domain C
Applications
l 1 i Middleware
Drivers
l 0S/Bootloade.. Firmware

(Nulti-Core) Hardware Platform

® Debugging: Analyze a snaphot of the system state

® Challenge: Understand/analyze system history
— Interaction between HW and SW entities over time

® Requierement: System level tracing of HW/SW

CoWare



Platform Level Software Analysis

OS Context Tracing Core A

/| Context’s Function Tracing

| Instruction Tracing

decompress asm_do IRQ c002b62c: MOV RO, R4 t
boot irq_enter v c002b630: MOV R1, R5 i
N . 002b634: MOV R2, R6
irq_timer handle_level ir c '
q_time Te_evel .h c002b638: MOV R14, R15 m
kthread vic_mask_irq c002b6ec: LDR R15, [R5, #0] e

time M.

OS Context Tracing Core B

b%?t Platform Level Analysis l
iale
soft_irq

h264 decode

Control & Inspection Interface

Core #2
simulator

Platform Memory Access Tracing

TIMER 1 11 1 1
VIC 1 l| TIMER 2 l

MEM 1 Hd
Shared MEM -| B B VIC 2 l

time

_MEM2_|
=)

Colare




Platform Level Software Analysis

E Virtual Platform Viewer Jdmh

Eile Window Help

latest D

 Results 2 = 8| 22 Chart View 22| [€) Software Source Wiew S A BBHAACIRENT I GpP~ 0
| BEE 8|7

e Baseline 0
vpe filter tex 3
Cusord 375207115 us
E Eoﬂtixt TTraCB il — SR U= uis [375120 ms [375160 ms 375200 ms 375240 ms [375280 ms
Munc IU”A race DALE IAHE #| Context Trace | fkernelfprefetch_ahart 1 nL mi-
[E] Memry Aecess [EUHED i_ARMAIEEJS [| fapp_process/722 0000 e | s R TR TN
- /Binder Thread #667 1
Configure. .. [Bindsr Thread #728
fkernelfswi [ | 1 | | 1 (I} NI
fSurfaceFlinger528 m

fapp_process/B22 1 11

fkerneliirg trrrrrrrrrrrrrrrrrrrrrrrmrrrrrrrrrrrrrrrrrrrrrtd
fer. ServerThread/a45 1

fBinder Thread #f49 [}

fapp_process/B02

fapp_processfa15
ﬂ Memory Access | BOOT_0

i ARMIZBEIS [| MPMC_ 0 top
ReadCountCnly MPMC_1
Systermn_Registers
[ Lsic
i i i kM0
<] il B Configure. .| M
= o 2] T o0 _UART_PLD11_3
Stack Trace Wiew TeMcgiC 1

HARDWARE.I_ARMOZEEIS 0 Jap 18 A T -|

OEE B .’ [im
El Console | T Details & 1l L 4@~ =0
Mermory Access Trace for HARDWARE.I_ARMS2EETS 0 (3755 to 375 5)
Process/Function  Peripheral/Regl... ReadCount  ReadCycleCount WriteCount | WriteCycleCount  Address Range D
Jernelfirgfamb... HARDWARE BO... i3 L5 6 6 Ox0-0xc4000000 -
Jeernelfirg/amb... HARDWARE.I_K... 4 4 0 0 10007010-0w,,.
Jeernelfirgfamb... HARDWARE.I_K... 3 3 0 0 Ox10007008-0x...
fernelfirg/serio... HARDWARE BO... 18 18 15 15 Ox0-0x4000000
Jeernelfirg/fatkb... HARDWARE BO... 59 59 36 36 Ox0-Ox4000000
feernel/irgfinput. .. HARDWARE BO. . &4 a1 a1 &1 OnO0-Ox4000000
Jeernelfirgfadd_... HARDWARE BO... 51 51 42 42 Ow0-Ox4000000
Jernel/irgfadd_... HARDWARE BC... 84 84 72 72 0-0x4000000
Jeernelfirg/mix_... HARDWARE BO... 18 18 24 24 Ox0-Ox4000000
Jernel/irg/mix_... HARDWARE BC... 1458 1488 414 414 Ox0-0x4000000
Jeernelfirg/foredi... HARDWARE BO. .. 58 33 31 31 Ox0-Ox4000000
Jernel/irg/__wa... HARDWARE BC... 44 44 66 66 Ox0-0x4000000
Jeernelfirg/__wa... HARDWARE BO. .. 179 179 121 121 OyO-Ox<H000000 a
l 1} Jl G L_}
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 C Virtual Platform Viewer
|

Platform Level Soft

-Eile Window  Help

latest B
# Results 2 = O] =2 Chart Wiew 22 [€ Software Source View
= i Baseline 0
ype filter text —
[H] Context Trace CursarA hd 375210044920 ns
i Diff_ = 275210044970 ne
E Eﬂuncnon;race DAHE |AHEB #| Function Trace |asm_do_IRQ
smon;pecess (BEHIE IAHE) i ARMB26E.JS (| irq_snter

<] =]

O Stack Trace View &2 =0

HARCAWARE I ARMOZEEIS O ke
asm_do_IRQ
sle_handle_lrq
handle_level_irg
handle_IRC_event
amba_kmi_int
serio_interrupt
atkbd_interrupt
imput_event
input_handle_event
input_pass_event
evdey_event
evdey_pass_svert

fkernelfirg

Caonfigure...

sic_handle_irg
handle_level_irg
sic_mask_irg

& o of &8

375209982 us 375210 ms

|375210008 us

[375210018 us

ware Analysis

BEIE)

Qe ecomkbag e~ =0

—

Find Function. .. gi:ﬂejﬁgﬁvem .'.
Serio_interrupt i
atkhd_interrupt ]
atkbd_compat_scancode i
input_event T
input_handle_event ‘
add_input_randomness [ | ]
add_timer_randomness .
mix_pool_bytes
credit_entropy_hits
__wake up
mix_pool_bytes_extract S ——
kill_fasync
__wake_up_common
O B ] d
Bl Conscle | D Details L
Function Trace for HARDWARE.I ARMOZEETS 0, Aermelfirg (375510 375 5)
Function Self (%) Time in Self (ps) TISCP Called [nstructions E]
mix_pool_bytes ext, . 56.6 13560000 13560000 1 678
asm_do_IRQ 9.0 2160000 2160000 0 108
atkbd_interrupt 49 1180000 19138440 1 59
add_timer_randomn... 4.2 1020000 16260000 i 51l
credit_entropy _bits 3.0 740000 1560000 1 37 A
handle_level_irg 2.9 700000 21133440 1 39 |
input_event 225 5958440 17678440 2 30
Input_hardle_event 24 520000 520000 1 26
sic_handle_irg 1.8 440000 21578440 1 22
__wake_Up_common 1.7 420000 420000 3 21 Ly
sic_mask_irg e 360000 360000 2 18
handle_[RQ_event 1.4 340000 200738440 i 17
amba_kmi_int 1.4 340000 19738440 1 17 L

a




Virtual Platform Scripting

Scripting Use Cases:

® Determinstic repetition

of scenarios
® Regressionizing
® Analyzing

® Debuqqing

(o o)

Virtual Platform Analyzer l

E.g.:
ARM926EJS_0 step_core
VIC_1l/EnableMask get_value

TCL Scripting Interface

Control & Inspection Layer

'_
.

VIC 2

Core #2
simulator

_ GPIO2 |

L Tmer |

CoWare



Scripting For Debug

Principle:
® Notify and react on system events

- Program control (e.g. Function call)
® [nspect state

- Register, memory and pin values
® Validate

- Assert correctness

® Feedback assertion result
- Stop or carry state to next assertion

- Register, memory, pin access and change

9
?

CoWare



Typical Linux Boot Problem

terminal

nnected to session,

CONpressing Linux‘..m.................m.................<.g ........
......... done, booting the kernel,

e

* Symptom: It does not boot!

» What worked, what did not work?

* No helpful kernel debug messages?
» UART driver not yet working!

» Debug messages would be helpful!

# 1:

set

# 2:
$bp

# 3:

1) Linux Boot UART Console 2) VP Debug Helper Script (TCL)

Create breakpoint at debug emit functio
bp [create_breakpoint "emit_log_char"]

Attach callback prodecure ]
set_callback tcl_emit_log char

Callback procdure: print character from
CPU register

proc tcl_emit_log_char {} {

set ¢ [ {i_ARM926EJS_0/R/R[0]} get_value]
puts —-nonewline "[format "%c" $c]"

3) Kernel Debug Messages via VP

Ve HARLUVYARE. A

|T\mg (ps) |Tgxt

2149216220000 <4>CPUD: D VIVT write-back cache

2149340860000 <4>CPUO: | cache: 4086 bytes, associal tivity 4, 32 byte lines, 32 sets
2146470620000 <4»CPUD: D cache: 4098 bytes, associativir v 4, 32 byte lines, 32 sets
2146683 180000 <4>Built 1 zonalists in Zone order. Total pages: 16256

2140847440000 <S>Karnel command lina: root=/dav/midblockd rw slram=tast, 0xE000000,
2158738360000 <1-Unhandlad fault: alignrment excaption (Ox801) at 0x0000000k

rror: - 801 [#1] PREEMPT

2158871000000 <d>Modules linked in
2158544740000 <4>CPU: 0 Mot taintay d (2.6.23 #161)
2150037200000 <4=PC is al vic_init+0x18/0xe0

2155146100000 <4=LR is at versatile_init_ira+0x1c/Oxb&
2155283160000 <4»pc : [<cO00ded&=] Ir: [<c000e030=]  psr
2156326860000 <d>sp : cO231780 ip: cOZ31fa& fp: c0231fad O
2150425180000 <4>r10: O001087c r0 : 41060283 r8: 000108H

4 =

4

2150541500000
2158653000000

<4=r7 . 0233238 r6: cO0ladfg rS: cO245ean
<4=r3 00000000 2 ffffff r1: 00000000 rO: ft !g

Virtual Platform Simulation Control & Inspection Interface

Virtu

Memory Memory

Core #1 Core #2
simulator simulator

al Platform

Efficient debugging via non-intrusive control, visibility and scripted automation.

Increased debug productivity!



Scripting For Debug

(@)
c
=
S
O
7))
)
<

Principle:
® Notify and react on system events

- Program control (e.g. Function call)
® [nspect state

- Register, memory and pin values
® Validate

- Assert correctness

® Feedback assertion result
- Stop or carry state to next assertion

- Register, memory, pin access and change C

9
?
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Kernel Memory Corruption

“My kernel shows sporadic kernel panic problems.
How can | assert a memory corruption in the
kernel?”

Memory corruption defects severely increase the system vulnerability

Kernel Memory Corruption Categories

Faulty heap memory mgmt. | Read un-initialized memory Buffer overrun

Kernel Memory Corruption Symptoms

Memory leaks Most times immediate Delayed crash of kernel
Kernel heap corruption unpredictable kernel behavior | activities (scheduler, threads...)

History of a buffer overrun defect

kthread g
khelper
" S

Typical code prone to a buffer overrun

char * tmp = (char*) malloc(strlen(str));
strepy(tmp, str);

»
>

CoWare



Kernel Memory Corruption

Linux kernel function:
slob_page_alloc(int size,int align,int addr)

proc callbacknallocExit {3 {
# This callback gets called when the allocation is completed

p area

global
global malloc_pos
global nalloz_nenory

# The returred address will be stored in malloc_pos
set malloc_pos [ {1_PRHS2EIS_O/R/RI0T} get_value ]

# Store in table nalloc_nenory at pos nalloc_pos the size of the allocated area
et malloc_menory([expr ($nalloc_pos)]) $nalloc_size

Virtual Platform Callback (Pseudo Code) TR TR, S e e

# Trace:
puts “malloc @Ffornat "%x" $nalloc_pes] with $nalloc_size = [Fornat "2x" $next]"

. # If there is no nenory allocated at the end of the allocated area,
- Probe parameters: address. size b s g s it o e g0 e el
" J if 4 [ cateh £ set sizeMext Smalloc_menory(Snext)} ] == 0 3 £
if { SsizeMext 0 i

- Set watchpoint at address + size

{
l create_su_uatchpoint Snext urite virtual
T

— —
create_su_uatchpoint hext urite virtual

allocated hea

# This area is nou allocated, remove a potential uatchpoint here
remove_su_watchpoint $malloc_pos

# Trace the allocation

Set Wa tChpOint X izi:&:cmallmrrace Snallos_sizs

CoWare



Kernel Memory Corruption

Demo: Linux SLOB (Simple List Of Blocks) Allocator — Virtual Platform Assertion

Comnected to session,
Uncompressing LiNUXe.sessesssissesssssstissssssssisstorssssssssrsrssssssssssisss
“““““““““ done, booting the kernel.

el.22121 : VP-TOOLS - [mymallocTracev M=l B3
W Eile Simulation Debug Analysis View Windows Properties Connectivity Linux File Edit Yiew Program Commands Status Source  Data ﬂe\pl

Documentation Hel -5 x| = = = =z = 0 =
=P = = 0:| fs/namespace.c:78 ¢ D B @ G 20l G =
- ¢ “m m m m . b ‘@ Leokup Finds- Break lListch  Print Dispissr  Flot  Spow Rotater St Updiep
== = || 8 T = (v} .
=

INIT_LIST_HEAD(&mnt—>mnt_slave_list);
Heap Memory Allocation Trace INIT_LIST_HEAD{&mnt—>mnt_slavel;
Item I; if Cname) £
4 int size = strlen({name);
= char *newname = kmalloc(size, niterrug
wHARDWARE har * kmallocd GFP_KERMELD: It
if (newname} {
400 — 1 strepy Cnewname, name) ; M s
mnt=>smnt_devname = newname; Mext | Mexti
@ai_ ARMBZBEJS o | 3
+-@i_CLCDC_PLITY : } unth | Feh
+-gmi_DMWAC_PLDSO 300 - return mnt; Bt M
- i_GPIQ_PLOG1_0 ¥ Up | Denen
t sRi_CPIO_PLOBET_1 T int simple_set_mnt{struct wfsmount *mnt, struct super_hlock *sh} Undo | Fedo
+-gmi_GPIO_PLOBE1_2 £
i 200 mnt->mnt_sh = sh; Edit | Make
mnt=>mnt_root = dget{sb—>s_root); —_—
return 0;
g 3
S . EXPORT_SYMBOL (simple_set_mnt);
+-gmi_RTC_PLO3 N .
%--mi_SC\_PUSD EU'Id free_vfsmnt (st
sahl_SIC kfree(mnt
qﬁ!fgand%r‘é?%rfﬂ i : kamern_cache. R
?"“!— El T T T T #7 0xc0008d4< in start_kernel () at main.c:638 i
+-gmi S5P PLOZZ b 2245300000000 2245400000000 22455000000 | /¥, ) #5  0xc0011b68 in vfs_caches_init () at deache.c:2178
o ] . =i|l| - g&:‘f t?? g:ﬁrftwf #5 0%c0011F1¢ in mnt_init () at namespace.c:1840
Views Overwi malloc @c033E078 with 20 = cO33E08c "y 2 S |#4 0xc00128cc in sysfs_init €3 at mount.c:gs
- malloc @c033£08c with 20 = c033£0a0 struct vfsmount *_  |#3  0xc0080294 in kern_mount () at super.c:§52
5“’ Disass.. malloc @c033£0a0 with 20 = cO33£0bd #2 0xc00801fc 1'n vfs kern_mount () at super, i 870
malloc @c033E0bd with 20 = cO33E0cH £ . £ na
T mymallo... malloc @c033E0CH with 20 = c033E0de SEI’UCE }151 #0  0xc0105980 in strcpy (0 at strmg c:102
mallor @c033f0dc with 30 = cO33EOED e L ]
malloc @cO033F0F0 with 20 = cO33£104
malloc @c033f104 with 20 = cQO33E118 for G £
i — t
malloc @c033ELLE with 20 = c033flac i up T Close Help | l
malloc @c033f123c with 20 = cO033L140 e é
malloc @c033£140 with 20 = cO33E154 e ) g
: _ #1 OxcO095al4 in = =
malloc @c033£160 “"}th 108 = c033flcc warning: Source file is more recent than executable.
malloc @c033£154 with 8 = cO33£15d home/noh1/ARM3IZEETS_Versatile PB_new/other/webinar/LinuxHeapCheck/1inux—2.6
- 3-eabi/fs/namespace.Cc:72:1978:bed: Oxc0095a14
« | 5 {gdb) | J,
[Stoppers: vpa gdb@127.0.0.1:37 163 [(D |1:00:02.245 508 540 000 4| A Source "fsfnamespace.c” (fram GOB) 1865 lines, 53334 characters B




= OS A I
: CPU 0 } CPU 2
. dress Space IRQ/Timer l:

Multi-core Driver Example

H.264 Decoder
Firmware

~o -

firmware

owrite

start offset

size

write pos

read pos

read

H.264 Stream Device Example

X terminal <2> =]l CoWare Virtual AT Keyboard, PS/2 Mouse/Touch[DIE]
Clock CLCOCLK: setting YCO reg paramsi S=1 R=39 V=98
Time: timer3 clocksource has been installed.
Console: suitching to colour frame buffer device 4430 " -
Serial: AMBA PLOLL UART driver e
devifls thuAHAO ab MMIO 0x101F1000 {irg = 12) is a AMBA
nnnnn le [ttyAtAo] enabled o2
FAMDISK driver initialized: 16 RAM disks of 409BK size - {
oop: module loaded
YFS: HMounted root fext2 Filesustem), o o
Freeing init memory; 76K ~ ,b
g
/bindshy can't access tty: job control turned off k“
S
o L F—

/¥ cat /mediadshrek2.h2Bd > Sdev/amp
AMp_COnn_open

Linux H.264 stream device
Driver on , provides data to
= H.264 decoder firmware on CPU 2

Control/Synchronization
= Interrupts
= Mutex/Semaphores

Data streaming
= Circular buffer in shared memory

CoWare



Multi-core Driver Example

Shared Address Space — Circular Buffer

start offset

size

write pos

5

read pos

data

(to be read)

Implementation issues
« Buffer overrun
» Race condition/data corruption
* Starvation
Debugging challenges
» Become aware of a defect
» Sporadic decoding errors
(e.g. frames dropped)
System level software assertion
 Protected address regions,
» through VP region watch-points
» Dynamically adjusted,
* on every circular buffer update
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Multi-core Driver Example

Virtual Platform Callback Pseudo Code

update_watch_region_cpu_0
update_watch_region_cpu_1

start offset

size
write pos O~ CPU_O0 set_range_watchpoint read
o ' $start_offset $write_pos-1

read pos

CPU_1 set_range_watchpoint write
Swrite_pos $read_pos-1

System level software assertion
« Watch-points on circular buffer pointers

* trigger updates of the watch-regions.

data * Platform execution is suspended,
(to be read)

* as soon as memory is accessed illegally.
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Multi-core Driver Example

W CoWare Virtual AT Keyboar...|~ | 11| X | Virtual Platform Analyzer 2009.1.1): vpa MUEHLEN?. 576 : A | [E1]X]|

..... File Simulation Debug Analysis View Windows Linux Cornectivity Observers SW Debug Help
= 5 FPAETEEY 0P ]S @
x| =
term | - “ = jﬂ_x

- @ HARDWARE Address : [(Oxe002c420)  +|J Core : [i_armMs ~| @ P>
EP |Symbols |Address |Instruction |Disassemb1§ -
[c002c410] e10£3000 MRS R3, CP:
[c002c414] 383040 OER R12, R:
[c002c418] =121f00c MSRE CP3R_o
gﬁiﬁ—;;;”;% [c002c4le] ee012£10 MCR pl5, #C
'@i_ARMSZBEJS_1 = [c002c420] ==070£50 MCR pl5, #([
@i_ARMSZBEJS_E [c002c424] =e011f10 MCR plS, #C
e = [c002c428] el21£003 MSE CPSR o
@!‘ARM%BEJS‘S j [c002c42c] elalfiile MOV R15, R1
#gi_CLEDC PLTTI [eNN?e43n] a3anznnd MOV R7 . #4
|« | Bl
ARMIBE/ARMIZE Shared Memoryl 0:07:36.175 857 780 000 m

E ARNIES - Read Data
ARMIZE - Whrite Data '5-| N =]

B 4RM326 - Oldest Data .3 JJ

bddress : [(0x00091288) <] Core : [i_aRMI2eE. ~| @ P>

Dialer Contacts Browser

EP |Symbols |Address |Instruction |Disassembly
[000921278] =lal2282 MOV R2, RZ .
[00092127] =1822581 ORR RZ, RZ, E
[000921280] =18221a0 ORR RZ, RZ, E
[000921284] =lc620bz2 3TRH R2., [Rb.

g [00091288] =5d483000 LDRE R3. [R8.
[00092128e] =3550001 CME R5, #1
[00021290] =0832183 ADD RZ, RE3, R
[00021294] =0832102 ADD RZ, RE3, R
[000921298] =0833102 ADD R3, K3, R
[00091291 =1a03183 MOV R3, E3 .

Stoppers: vpa @ 0:07:36.175 857 780 000
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Multi-core Driver Example

rhZedre=iSolrce Window
File Run View Control Preferences Help

EMOOD DO BASH @-20|Fina[ |

[h2s4.c =] [init_dequant_tables =] SOURCE -
3290 break; -
3291 }

3292 }

3293 if(j<i)

3294 continue;
3295

- 3296 for(q=0; q<52; q++){ o

- 3297 int shift = dive[q] + 2;

- 3298 int idx = rem&[q]:

- 3299 for(x=0; x<16; x++)

3301 ((uint32_t)dequant4_coeff_init[idx][(x&1) + ((x>>2)&1)] =
3302 h->pps.scaling_matrix4[i][x]) << shift;

3303 }

3304 }

3305 }

3306

- 2207 ~kakis AT A drnik ArAanankE bRl AasfUICUMAREAvE vk i

Program stopped at line 3300 | cuffc| 3308

N ampRcommpcESouTceWindow: ﬂ \_’JE1

Eile RBun  Wiew Control  Preferences Help
A0 60| DF | B asse-10]|Fina:[ |
_:J [amp_comm_urite _:J

e

[source -]

lamp_comm .C

386 3 B
387
- 388 next_write = (next_writetcount) & mask;
- 389 ami_comm_control.buFFer_next_urite = next_write;
391
- 392 if(next_write == ((next_read - 1) & mask)) {
- 393 printk(“amp_comm: Signaling decoder\n™);
394
395 /% FORCE DECODER RUNNING =/ |
- 396 amp_write( AMP_COMMAND, AMP_CMD_START_CONTINUE);
397
- =2ag nin anah1alDTN TON | TNIIYY . _ﬂ

Program stopped at line 390 c002da08| 390
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Summary

® We have used Virtual Platforms...
- to identify, analyze and assert software defects.
- by means of real-world hardware and software
examples.
® We have seen Virtual Platforms...

- provide non-intrusive and deterministic
- Control & Visibility

- enable novel debug solutions,

- with less guessing and more analysis,

- resulting in increased productivity,
- for embedded software development.




Thank You!
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